By Alex Teu, Director of Sales & General Counsel, LeapFILE, Inc.

In today’s digital environment, it’s easier and more convenient than
ever to share, access, and store data. Many organizations depend on
technologies that make the data easily accessible and communicated
to colleagues, partners, and clients in order to go about their

daily business. However, transferring private client information

and confidential documents electronically does not come without
pitfalls. Identity theft has been on the rise and the need for greater
transparency and accountability in the handling of sensitive private
data calls for stricter security controls. Legislative bodies at the
state, federal, and even international level are now requiring
businesses to take both proactive and reactive measures to address
the concerns around data privacy.

Many organizations are either not aware of these regulations or
don’t know how to effectively address this issue.Yet this does

not excuse them from complying with these requirements.Thus,
this resource is a guide to the various regulations requiring data
encryption and privacy breach notification laws, as well as providing
some best practices for implementing a secure environment for
private data.
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Use Encrypted Transfer Methods

Identify acceptable methods of transferring or communicating private data.
Only transmit private data electronically via encrypted channels. Standard
email and ftp systems do not have security measures or encryption, nor does
instant message clients.

Track All Access to Private Data

Implement systems for auditing and tracking all access and communication of
private data, including the ability to detect and report incidents of unauthorized
access.You should be able to know exactly who accessed private data, what
data was accessed, and when it was accessed.

Physically Protect Where Data is Located

Lock and password-protect unattended computers or other data storage
media containing private data, even if the user is away for a few minutes.
This is especially critical if the storage media is in a location that is accessible
by the public.

Establish Protection Safeguards

Protect your organization against malware, viruses, network breaches, etc.,
by installing and updating anti-virus software on all computers, restricting the
use of non-approved file sharing or P2P programs or even certain websites,
setting up firewalls, closing commonly open ports to your IT infrastructure, etc.

Manage User Profiles

Centrally monitor user IDs, passwords, and access levels to private data. For
example, terminated employees should have their IDs and access immediately
blocked or disabled. Larger firms typically utilize an active directory server to
easily manage user profiles.

Select Reliable Solution Vendors

If you are using a solution from a third party service provider to transfer or
store private data, stick to those that have a track record for reliability and
strong industry reputation for supporting data security. SAS70 certification,
service level agreements (SLAs), and an established presence in your industry
are good indicators of a trustworthy and reliable service provider.

Train Your Staff on Security Guidelines

Having a comprehensive security policies program is useless if your employees
do not know about it or abide by it. Communicate and train your staff on
proper security procedures, including educating users about phishing scams and
not clicking or opening suspicious emails or links, keeping passwords in a safe
location (a post-it note on your desk is NOT secure), making sure that laptops
or laptop bags are not left in open view in cars or unattended locations, etc.

Stay up-to-date with security and data privacy laws as well as learn best
practices from others. Learn more and join our discussion group at

http://www.leapfile.com/Data-Security-Compliance
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ENCRYPTION REQUIRED FOR THE ELECTRONIC
TRANSMISSION OF PERSONAL DATA

State laws requiring protection or encryption of personal data as a
preventative measure

There is no national data protection law at the moment, but two states are adopting
their own legislation. However, the scope of the both laws cover all persons (or
companies) that own, license, store or maintain personal information about a resident
of the state, which essentially means that any business outside of those states who has
data on clients residing within that state needs to comply with the law. Please verify
with your state legislature on the details of the governing act.

Massachu- Mass. 201 CMR
setts 17

The Massachusetts Office of Consumer Affairs and
Business regulation (OCABR) extended the deadline
for compliance to Mass.201 CMR 17 to January |,
2010.

This state law requires the data of MA residents be
protected (notably by encryption) by “persons

who own, license, store or maintain personal
information about a resident of the Commonwealth
of Massachusetts,” is said to be the strictest data
security law in the country.

Section 17.04 — Part (3) of Computer System Security
Requirements mandates encryption for all records
and data containing personal information transmitted
wirelessly as well as across all public networks. Part (4)
requires a reasonable monitoring of systems, for
unauthorized use of or access to personal information.

Nevada NRS 597.970 Restrictions on personal information transferred
through electronic transmission - A business in this
State shall not transfer any personal data through an
electronic transmission outside of the secure system
of the business unless the business uses encryption
to ensure the security of electronic transmission.

Effective October |,2008

DATA SECURITY BREACH NOTIFICATION

State laws and regulations mandating notification of security breaches
of personal information

Most of these laws require persons who conduct business to notify consumers or
customers of breach in the security, confidentiality, or integrity of unencrypted
computerized personal information held by the business. Typically, these laws not only
apply to the company based in that state, but also apply if a business has customers or
even one employee in that state. Most of these acts are a result of prior bills passed
to prevent identity theft. Please verify with your state legislature on the details of the
governing act.
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Healthcare
Insurance
Portability and
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Act (HIPAA)

Gramm-
Leach-Bliley
Act (GLBA)

Sarbanes-
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Limits the use and disclosure of individually identifiable information
relating to the physical or mental health of individuals absent the consent
or authorization from the patient.

Requires all records be managed as part of the organization’s official
records management program.

Requires training to ensure employees are aware of the requirements.
Security Rules under the Act became effective in April 2006.

Applies to doctors, hospitals, pharmacies, medical billing services, health
care plans, HMOs, and business associates of these entities such as their
accountants and attorneys.

Imposes strict data disposal requirements, including overwriting or
physically destroying all magnetic media that is no longer in use or that
is given away or sold.

Requires financial institutions to ensure the security and confidentiality of
customers’ non-public, personal information.

Organizations are required to automatically send privacy notices to customers.
Harm caused by “identity theft” has led the federal government to create
mandates such as this to prevent the negligent disclosure of private information.
Implements multiple sweeping reforms for public companies, auditors,
board members and lawyers.

Applies to all U.S.and non-U.S. public companies that have issued securities in
the U.S. public markets and are required to file periodic reports with the SEC.

Prescribes a system of federal oversight of public auditors.

Imposes new criminal penalties relating to fraud, conspiracy, destruction of
evidence and interfering with investigations.

Requires management to establish and maintain internal control structure
and procedures for financial reporting.

Requires establishment of a process for employees to submit, in confidence
and with anonymity, concerns regarding questionable accounting matters.

Ann.4-48-103,48.001 et seq.
SB 69, Utah Code |3-44-
101 etseq

Vt. Stat. Tit 9 Sec. 2435

Va. Code § 18.2-186.6
SB 6043, WVash.Rev. Code §

INTERNATIONAL BUSINESS REGULATIONS

These regulations apply to companies that conduct business or have clients located in
these countries.

19.255.010
W.V. Code §§ 46A-2A-101
et Seq.

SB 164, Wis.Stat.§ 134.98

et seq.
Wyo. Stat. § 40-12-501 to -501

* States with no security breach law: Alabama, Kentucky, Mississippi, Missouri, New Mexico, and South Dakota.

Safe Harbor Act

Canadian Personal

Information

Protection and

Electronic

Documents Act

(PIPEDA)

In October 1998, the European Union passed the EU Data Protec-
tion Directive. It places requirements on businesses that process
personal data from an EU Member State.

The transfer of personal information from an EU Member State to a
non-EU country is forbidden unless the receiving country provides an
“adequate” level of privacy protection.

In order to avoid disruptions in trade between the U.S.and the EU, the
U.S. Dept. of Commerce developed the Safe Harbor framework, which
allows U.S. companies a means of assuring European consumers that
they will provide an adequate level of privacy protection, thereby
satisfying the requirement of the EU Data Protection Directive.

Governs the collection, use, and disclosure of personal information
in commercial activities by organizations of all types, including the
Canadian offices or subsidiaries of foreign companies.

Applies to both traditional paper-based business as well as online
commercial activities.
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About LeapFILE

LeapFILE is the industry-leading provider of on demand secure file transfer and
collaboration solutions for businesses. Founded in 2003 with the mission to facilitate
secure file transfer for businesses and to make the process as easy as possible,
we have been constantly improving our products and services to bring you the
best-in-class file exchange solution platform. Our goal is to make exchanging
business-critical files easy for end-users and to make the management of the

file exchange solution easy for IT administrators.

With LeapFILE, there are no email size limits, FTP hassles, or overnight delivery
fees to deal with. LeapFILE is a web-hosted service so the solution can be
implemented within minutes. Our core product is as easy to use as email for
end users, and easy to deploy and manage by IT administrators. The success of
LeapFILE lies in our product’s enterprise-grade yet user-friendly features including
bullet-proof security and tracking capabilities, our uncompromising reliability and
client support, and our web-based on demand model. Over 2,000 businesses
worldwide depend on LeapFILE to manage their secure file transfer and file
sharing needs.

For more information about LeapFILE, please visit www.leapfile.com or call us
at (888) 716-9380.
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